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Description of the Properties that a Secure E-Voting
System Should Satisfy

A secure e-voting system should be designed to uphold the following properties:

– coercion resistance (CR) [4]: voters cannot prove whether or how they voted,
even if they can interact with the adversary while voting;

– eligibility verifiability [1,7], which we divide for a more precise analysis into
two properties that anyone should be able to verify:
• EV1: all valid votes have been cast by eligible voters;
• EV2: all valid votes have been cast by distinct voters.

– correctness (CO) [4]: an adversary cannot preempt, alter, or cancel the votes
of honest voters;

– fairness (FA) [2]: no information about how many votes each candidate has
received can be learned until the voting results are published;

– vote privacy (VP) [8]: no one is able to know the content of a vote;
– coercion resistance (CR) [4]: voters cannot prove whether or how they voted,

even if they can interact with the adversary while voting;
– individual verifiability, which is subdivided into:

• cast-as-intended verifiability (CAIV) [3]: the voter can verify that the
complete ballot (i.e. containing the intended vote) is correctly computed
and cast;

• recorded-as-cast verifiability (RACV) [5]: the voter can verify that the
correct ballot is recorded for the tallying;

• tallied-as-recorded verifiability (TARV) [6]: anyone can verify that all and
only the recorded votes are tallied, and with the correct procedure;

– universal verifiability (UV) [8]: anyone can check that the published result
of an election has been correctly computed;

– eligibility verifiability [1,7], which we divide for a more precise analysis into:
• EV1: anyone can verify that all valid votes have been cast by eligible

voters;
• EV2: anyone can verify that all valid votes have been cast by distinct

voters.
– right to vote (RTV) - eligible voters are able to cast valid vote;
– successful completion (SC) - the election process reaches the end, publishing

the result of the tallying.
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